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NOTICE:

THE LEXIS PAGINATION OF THIS DOCU-
MENT IS SUBJECT TO CHANGE PENDING RE-
LEASE OF THE FINAL PUBLISHED VERSION.
THIS OPINION IS UNCORRECTED AND SUBJECT
TO REVISION BEFORE PUBLICATION IN THE OF-
FICIAL REPORTS.

PRIOR HISTORY: Doe v. Guthrie Clinic, Ltd., 710
F.3d 492, 2013 U.S. App. LEXIS 5935 (2d Cir. N.Y.,
2013)

DISPOSITION: [*1] Following certification of a
guestion by the United States Court of Appeals for the
Second Circuit and acceptance of the question by this
Court pursuant to section 500.27 of this Court's Rules of
Practice, and after hearing argument by counsel for the
parties and consideration of the briefs and record sub-
mitted, certified question answered in the negative.

CASE SUMMARY:

OVERVIEW: ISSUE: Whether, under New York law,
the common law right of action for breach of the fiduci-
ary duty of confidentiality for the unauthorized disclo-
sure of medical information could run directly against
medical corporations, even when the employee responsi-
ble for the breach was not a physician and acted outside
the scope of her employment. HOLDINGS:

[1]-Respondent clinic could not be held liable for breach
of fiduciary duty based on the employee's breach of con-
fidentiality because the employee's actions, done for
personal reasons, were not within the scope of the em-
ployee's employment, and the breach was not reasonably
foreseeable.

OUTCOME: Certified question answered.
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Healthcare Law > Actions Against Facilities > Appar-
ent Agency & Respondeat Superior > Respondeat Su-
perior

Torts > Vicarious Liability > Employers > General
Overview

Torts > Vicarious Liability > Employers > Scope of
Employment > General Overview

[HN1] Generally, a hospital or medical corporation may
be held vicarioudy liable for the wrongful acts of its em-
ployees. However, under the doctrine of respondeat su-
perior, an employer may be vicarioudly liable for the
tortious acts of its employees only if those acts were
committed in furtherance of the employer's business and
within the scope of employment. Thus, a medical corpo-
ration is generally not liable for a tort of an employee
when such an action is not within the scope of employ-
ment.
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Liability > Hospitals

Healthcare Law > Actions Against Facilities > Stand-
ards of Care > Hospitals

Torts > Negligence > Duty > Foreseeability of I njury
[HN2] A hospital has a duty to safeguard the welfare of
its patients, even from harm inflicted by third persons,
measured by the capacity of the patient to provide for his
or her own safety. This sliding scale of duty is limited,
however; it does not render a hospital an insurer of pa-
tient safety or require it to keep each patient under con-
stant surveillance. As with any liability in tort, the scope
of ahospital's duty is circumscribed by those risks which
are reasonably foreseeable.

Healthcare Law > Actions Against Facilities > Appar-
ent Agency & Respondeat Superior > Respondeat Su-
perior

Healthcare Law > Business Administration & Organi-
zation > Patient Confidentiality > Breach

[HN3] To the extent absolute immunity may have been
imposed on a medical corporation for an employee's dis-
semination of a patient's confidential medical infor-
mation in Doe v. Community Health Plan-Kaiser Corp.
(268 AD2d 183 (3d. Dept. 2000)), that decision is re-
jected.

Healthcare Law > Actions Against Facilities > Appar-
ent Agency & Respondeat Superior > Respondeat Su-
perior

Healthcare Law > Business Administration & Organi-
zation > Patient Confidentiality > General Overview
Torts > Negligence > Duty > Foreseeability of Injury
[HN4] A medical corporation's duty of safekeeping a
patient's confidential medical information is limited to
those risks that are reasonably foreseeable and to actions
within the scope of employment.

Healthcare Law > Actions Against Facilities > Appar-
ent Agency & Respondeat Superior > Respondeat Su-
perior

Healthcare Law > Business Administration & Organi-
zation > Patient Confidentiality > Breach

Torts > Business Torts > Negligent Hiring & Supervi-
sion > General Overview

[HN5] In cases where an injured plaintiff's cause of ac-
tion aleging improper dissemination of the plaintiff's
confidential health information by an employee of a
medical corporation fails because the employee is acting
outside the scope of employment, a direct cause of action
against the medical corporation for its own conduct, be it

negligent hiring, supervision or other negligence may
still be maintained. A medical corporation may also be
liable in tort for failing to establish adequate policies and
procedures to safeguard the confidentiality of patient
information or to train their employees to properly dis-
charge their duties under those policies and procedures.

Healthcare Law > Actions Against Facilities > Appar-
ent Agency & Respondeat Superior > Respondeat Su-
perior

[HN6] Subjecting hospitals and other health care entities
to strict liability for the acts of an employee that were not
only unauthorized, but motivated entirely by personal
reasons is contrary to well-established precedent.

COUNSEL: T. Andrew Brown, for appellant.
Martha B. Stolley, for respondents.

JUDGES: Opinion by Judge Pigott. Chief Judge Lipp-
man and Judges Graffeo, Read, Smith and Abdus-Salaam
concur. Judge Rivera dissents and votes to answer the
certified question in the affirmative in an opinion.

OPINION BY: PIGOTT

OPINION
PIGOTT, J.:

The United States Court of Appeals for the Second
Circuit has certified the following question for our con-
sideration: "Whether, under New Y ork law, the common
law right of action for breach of the fiduciary duty of
confidentiality for the unauthorized disclosure of [**2]
medical information may run directly against medical
corporations, even when the employee responsible for
the breach is not a physician and acts outside the scope
of her employment?' We answer the question in the neg-
ative.

On July 1, 2010, "John Doe" was being treated for a
sexualy transmitted [*2] disease (STD) at the Guthrie
Clinic Steuben, a private medical facility. A nurse em-
ployed by the Clinic recognized Doe as the boyfriend of
her sister-in-law. The nurse accessed Doe's medical rec-
ords and learned that he was being treated for the STD.
While Doe was till awaiting treatment, she sent text
messages to her sister-in-law informing her of Doe€'s
condition. The sister-in-law immediately forwarded the
messages to Doe; according to Doe, the messages sug-
gested that staff members were making fun of his medi-
cal condition.

Five days after his visit to the Clinic, Doe called to
complain of the nurse's behavior. He met with an admin-



Page 3

2014 N.Y. LEXIS 2, *; 2014 NY Slip Op 138, **

istrator of the Clinic, and the nurse was fired. Theresfter,
the President and CEO of Guthrie Clinic, Ltd. sent a let-
ter to Doe confirming that there had been an unauthor-
ized disclosure of Doe's confidential health information,
that appropriate disciplinary actions had been carried out,
and that steps had been taken to prevent such a breach
from occurring in the future.

Doe subsequently filed this action in federal court
against defendants, various affiliated entities that alleg-
edly "owned, possessed, operated, staffed and/or other-
wise controlled” the clinic. [*3] In his complaint, Doe
asserted eight causes of action: (1) common law breach
of fiduciary duty to maintain the confidentiality of per-
sonal health information, (2) breach of contract, (3) neg-
ligent hiring, training, retention and/or supervision of
employees, (4) negligent infliction of emotional distress,
(5) intentional infliction of emotional distress, (6) breach
of duty to maintain the confidentiality of personal health
information under New York CPLR § 4504, (7) breach of
duty to maintain the confidentiality of personal health
information under New York Public Health Law § 4410,
and (8) breach of duty to maintain the confidentiality of
personal heath information under New York Public
Health Law § 2803--c.

The United States District Court for the Western
District of New York granted the defendants' motion to
dismiss al eight claims (2012 WL 531026, 2012 US Dist
LEXIS 20507 [USDist Ct, WD NY February 17, 2012]).

Doe appealed the dismissal of the first five of the
eight causes of action. The United States Court of Ap-
peals for the Second Circuit affirmed the dismissal of
four of the remaining five causes of action, reserving
decision on his claim of breach of fiduciary duty, which
is [*4] the only subject of this certified question (519
Fed Appx 719 [2d Cir 2013]).

In a separate opinion (710 F3d 492 [2d Cir 2013]),
the Second Circuit found that the nurse's actions were not
foreseeable to defendants, nor were her actions taken
within the scope of her employment (id. at 495). The
court explained that in his complaint Doe himself alleged
that the nurse was motivated by purely personal reasons
and "those reasons had 'nothing [**3] to do with
[Doe'q] treatment and care™ (id., citing Doe complaint at
1 25). "As such," the court held, the nurse's "actions
cannot be imputed to the defendants on the basis of re-
spondeat superior” (id. at 496). The court certified the
question to this Court, however, whether Doe may assert
a specific and legally distinct cause of action against
defendant, for breach of the fiduciary duty of confidenti-
ality, even when respondeat superior liability is absent
(id. at 498).

[HN1] Generally, a hospital or medical corporation
may be held vicarioudly liable for the wrongful acts of its

employees (see e.g. Hill v &. Clare's Hospital, 67 Ny2d
72, 79, 490 N.E.2d 823, 499 N.Y.S2d 904 [1986]).
However, "[u]nder the doctrine of respondeat superior,
an employer may be vicarioudly liable for the tortious
[*5] acts of its employees only if those acts were com-
mitted in furtherance of the employer's business and
within the scope of employment” (N.X. v Cabrini Medi-
cal Center, 97 NY2d 247, 252-253, 765 N.E.2d 844, 739
N.Y.S2d 348 [2002]). Thus, a medical corporation is
generally not liable for atort of an employee when such
an action is not within the scope of employment.

We have, in other circumstances, declined to hold a
medical corporation to a "heightened duty" for an em-
ployee's misconduct. For instance, in N.X. v Cabrini
Med. Ctr., where a physician employed by the defendant
hospital committed a sexual assault on a sedated patient,
this Court rejected the attempt to hold the hospital strict-
ly liable. We declined to recognize a heightened duty on
the part of the hospital, explaining:

[HN2] "A hospital has a duty to safe-
guard the welfare of its patients, even
from harm inflicted by third persons,
measured by the capacity of the patient to
provide for his or her own safety . . . .
This diding scale of duty is limited,
however; it does not render a hospital an
insurer of patient safety or require it to
keep each patient under constant surveil-
lance. ... Aswith any liability in tort, the
scope of a hospital's duty is circumscribed
[*6] by those risks which are reasonably
foreseeable" (id. at 252-253).

Since the sexual assault committed by the hospital em-
ployee was "not in furtherance of hospital business' and
was "a clear departure from the scope of employment,
having been committed for wholly personal motives,” we
concluded that the hospital could not be held vicarioudy
liable.

Here, Doe urges us to impose absolute liability on
the medical corporation for an employee's dissemination
of a patient's confidential medical information. We de-
cline to do so, and, [HN3] to the extent that this rationale
may have been employed in Doe v Community Health
Plan-Kaiser Corp. (268 AD2d 183, 709 N.Y.S.2d 215 [3d
Dept 2000]), we reject that decision. For the same rea
sons stated in Cabrini, [HN4] a medical corporation's
duty of safekeeping a patient's confidential medical in-
formation is limited to those risks that are reasonably
foreseeable and to actions within the scope of employ-
ment. [**4]
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The dissent, in accepting Doe's argument would
impose strict liability on medical corporations for any
disclosure by an employee, an approach that is unneces-
sary and against precedent'. [HN5] In cases where an
injured plaintiff's cause of action fails because the em-
ployee is acting outside [*7] the scope of employment,
a direct cause of action against the medical corporation
for its own conduct, be it negligent hiring, supervision or
other negligence may <till be maintained (see Judith M. v
Ssters of Charity Hosp., 93 NY2d 932, 934, 715 N.E.2d
95, 693 N.Y.S.2d 67 [1999] ). A medical corporation may
also be liable in tort for failing to establish adequate pol-
icies and procedures to safeguard the confidentiality of
patient information or to train their employees to proper-
ly discharge their duties under those policies and proce-
dures. These potential claims provide the requisite incen-
tive for medical providers to put in place appropriate
safeguards to ensure protection of a patient's confidential
information. Those causes of action in the present case
have already been resolved by the federal courts and we
therefore do not address them.

1 [HN6] Subjecting hospitals and other health
care entities to strict liability for the acts of an
employee that were not only unauthorized, but
motivated entirely by personal reasonsis contrary
to well-established precedent (see N.X. v Cabrini
Medical Center, 97 NY2d 247, 252-253, 765
N.E.2d 844, 739 N.Y.S.2d 348 [2002]; Cornell v
Sate of New York, 46 NY2d 1032, 389 N.E.2d
1064, 416 N.Y.S.2d 542 [1979]). While the dis-
sent finds our holding too "narrow" [*8] (see
dissenting op at 1), the dissent's reasoning is
flawed for the opposite reason; it is too broad. If
the dissent's view is taken to its logical conclu-
sion, a medical provider may be held liable in
negligence for any inadvertent disclosure by an
employee. As an example, if a receptionist of a
private physician discloses at a cocktail party that
a patient was in to see the doctor for a particular
ailment, perhaps unbeknownst to the patient's
family because he did not want to worry them,
under the dissent's rule, the medical corporation
would be required to respond in damages for that
disclosure.

Accordingly, the certified question should be an-
swered in the negative.
DISSENT BY: RIVERA

DISSENT
RIVERA, J.(dissenting):

Patients, who have little say in the matter, disclose
their personal information to medical corporations trust-

ing that it will be kept private. In answering the certified
guestion in the negative, the mgjority limits a patient's
remedy even in cases where a corporation has faled in
its duty to protect confidential information. | believe that
a medical corporation's duty extends beyond an employ-
ee's conduct within the scope of employment, and |
would answer the certified question in the affirmative.

The [*9] majority's narrow conception of a medical
corporation's duty undermines [**5] New York's pub-
lic policy to protect the confidentiality of patients' medi-
cal records (see Public Health Law 8§ 2803-c [1] [3] [f]).
The ease with which confidential patient information can
now spread through personal digital devices and across
social networks demands a strong legal regime to protect
a patient's confidentiality. A cause of action directly
against a medical corporation, unhampered by questions
as to whether an employee's conduct occurred within the
scope of employment, ensures the fullest protections for
patients and best addresses the current realities of medi-
cal service delivery.

Comprehensive medical records are crucial to en-
suring proper medical care. Medical providers, including
corporate medical providers, require private medical data
from patients to ensure proper treatment. A patient re-
veals personal data for purposes of receiving medical
services, with the understanding that the patient retains a
right to confidentiality in such information. Technologi-
cal advances have made it possible to collect and house
patient data in ways easily accessible to a patient's doctor
and other health care [*10] provider staff. Computers
and cellular devices have transformed medical record
keeping and health care service provision, making access
to such data fast and easy. While such access surely ben-
efits both the patient and the provider, it also increases
the potential for instantaneous and extensive unauthor-
ized disclosure of confidential patient information by a
range of staff personnel. Societal interest in maintaining
patient privacy in medical records is served through a
robust tort system, responsive to the realities of the ease
of disclosure.

In some circumstances, we have limited a medical
corporation's liability for the negligence of its employees
under a theory of respondeat superior (see, e.g., N. X. v
Cabrini Med. Ctr., 97 NY2d 247, 251-252, 765 N.E.2d
844, 739 N.Y.S2d 348 [2002]; Judith M. v Ssters of
Charity Hosp., 93 NY2d 932, 933-934, 715 N.E.2d 95,
693 N.Y.S2d 67 [1999]; Hill v &. Clare's Hospital, 67
NY2d 72, 79, 490 N.E.2d 823, 499 N.Y.S.2d 904 [1986];
Suarez v Bakalchuk, 66 AD3d 419, 419, 887 N.Y.S2d 6
[1st Dept 2009]; Doe v Westfall Health Care Ctr., 303
AD2d 102, 110, 755 N.Y.S.2d 769 [4th Dept 2002] . See
also majority op, at 3-4). Respondeat superior is a theory
of vicarious liability that originally developed under the
assumption that a master could control the conduct of an
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agent (see Mott v Consumers Ice Co., 73 NY 543,
546-547 [1878]; [*11] Restatement [ Second] of Agency
§ 219, Comment a). The modern theory of respondeat
superior gives the injured plaintiff a means to recover a
remedy from well-insured employers and provides in-
centives for employers to hire careful employees (see
Riviello v Waldron, 47 NY2d 297, 302, 391 N.E.2d 1278,
418 N.Y.S.2d 300 [1979] ; Restatement [ Third] of Agency
§ 2.04, Comment a). Nonetheless, the law limits the em-
ployer's liability to acts "done while the servant was do-
ing his master's work, no matter how irregularly, or with
what disregard for instructions': acts done within the
scope of employment (Riviello, 47 NY2d at 302 [citations
omitted]). This limitation relieves an employer from lia-
bility for an employee's torts when the employer neither
benefits from the tortious conduct nor has the means to
control the employee's behavior.

Such limitations have no place in a negligence ac-
tion against amedical [**6] corporation for disclosure
of confidential medical records. As the majority notes, it
is the medical corporation itself, not merely its employ-
ees, which owes the duty of confidentiality to the patient
(see mgjority op, at 5). New York's public policy would
be furthered by permitting a cause of action for breach of
medical confidentiality, [*12] even in cases where an
employee has acted outside the scope of employment,
because patients must reveal medical data in order to
obtain care from the medical corporation and the patient
has no way of protecting against its unauthorized disclo-
sure or means of controlling who has accessto it.!

1 The majority believes that claims based on
vicarious liability and sounding in negligence
limited to conduct within the scope of employ-
ment provide sufficient relief for a patient whose
private information is wrongfully disclosed (ma-
jority op, at 6). As the instant case well illus-
trates, those causes of action alone are inadequate
to remedy a breach of the duty to maintain the
confidentiality of persona data, and they provide
cold comfort to a patient whose personal data is
disclosed due to the status of the employee and
regardless of the actions of the employer that fa-
cilitated disclosure. Our legal system must be re-
sponsive to a health care service system with its
attendant comprehensive data collection, sup-
ported by technological advances that are vul-
nerable to access.

Our decision in N.X. v. Cabrini Med. Ctr. (97 Ny2d
247, 765 N.E.2d 844, 739 N.Y.S.2d 348 [2002]) recog-
nized that a hospital owes a duty to keep patients safe,
[*13] even from third parties and employees acting out-
side the scope of employment. In that case, a surgical
resident sexually assaulted the plaintiff (id. at 249). We

held that the hospital could not be held vicarioudly liable
for the resident's wrongdoing because he was acting out-
side the scope of his employment (id. at 251-252).
However, that did not end the inquiry. We also held that
"[a] hospital has a duty to safeguard the welfare of its
patients, even from harm inflicted by third persons
measured by the capacity of the patient to provide for his
or her own safety" (id. at 252) and limited "by those risks
which are reasonably foreseeable" (id. at 253). In
Cabrini, the hospital had an independent duty to prevent
the employee who acted outside the scope of his em-
ployment from harming the plaintiff. Thus, the hospital
could be liable for the breach of its duty through the in-
action of its nursing staff in the face of obvious risks (see
id. at 253-254). When a patient lays helpless in a hospital
bed, entrusting his or her care to the hospital, the hospital
has an independent duty to ensure his or her safety.

Similarly, a patient entrusts private medical infor-
mation to the care of the medical [*14] corporation and
its employees, over whom the patient has no control. The
patient's only surefire [**7] means to prevent acci-
dental disclosure would be to forego turning over the
confidential information in the first place. This is not a
realistic option because a patient cannot expect delivery
of medical services without disclosing such data. Indeed,
the medical profession encourages full disclosure by the
patient of a comprehensive medical history (see AMA
Code of Med Ethics Op. 10.02 [2]). In order to receive
treatment, a patient must reveal personal information; a
patient withholds such data at his or her peril. Having
turned over private information to ensure proper and
adequate treatment, the patient is at the mercy of the
medical corporation's ability to protect its confidentiality.
A hospital should owe a duty to keep a patient's health
information confidential, and a hospital should be di-
rectly liable for its own failure to prevent breaches of
confidentiality by employees who act outside the scope
of their employment.

In order to protect the patient's privacy interests
given the competing need to disclose, such a cause of
action would provide a powerful incentive to medical
corporations [*15] to implement protections against
disclosures. Given the highly personal nature of medical
data at risk of disclosure, the harm associated with dis-
semination of such sensitive private information, the ease
with which employees of a medical corporation may
access confidential data disseminate it through the use of
a commonly held and inexpensive device, a cdlular tel-
ephone, and the inability of patients to protect them-
selves from employee misconduct, such an incentive
furthers the State's public policy in protecting the confi-
dentiality of medical records.

The certified question should be answered in the af-
firmative.
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* % % %

Following certification of a question by the United
States Court of Appeals for the Second Circuit and ac-
ceptance of the question by this Court pursuant to section
500.27 of this Court's Rules of Practice, and after hearing
argument by counsel for the parties and consideration of
the briefs and record submitted, certified question an-

swered in the negative. Opinion by Judge Pigott. Chief
Judge Lippman and Judges Graffeo, Read, Smith and
Abdus-Salaam concur. Judge Rivera dissents and votes
to answer the certified question in the affirmative in an
opinion.

Decided January [*16] 9, 2014



